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The EU is set to introduce new legislation on data protection in 2018, with the aim of
improving security and trust in the digital economy.
What is the GDPR?
The General Data Protection Regulation (GDPR) is the new EU regulation that will replace the
1998 Data Protection Act (DPA), coming into effect on 25th May 2018. The UK Information
Commissioner, Elizabeth Denham, has called it ‘the biggest change to data protection law for a
generation’1 . It is intended to update and unify data protection laws across Europe, and will be
enforced across all EU member states, including the UK. This will continue to apply after the UK
leaves the EU; the government has confirmed that they will adopt almost identical legislation,
and has already started the process of transferring these guidelines into the current UK legal
framework2 . This is crucial in order to maintain the necessary level of data security required
to remain a ‘whitelisted’ country and allow data to continue to be transferred to and from the
EU.
This change in data protection legislation will apply to all companies processing or holding the
personal data of any EU citizens, regardless of the company’s location. This includes both
‘controllers’, who decide how and why the data is collected, and the ‘processor’, who collects
the data on the controller’s behalf. Although the GDPR will most obviously affect companies
dealing with sensitive data such as in the financial and healthcare sectors, any company that
offers services to or handles the data of individuals in the EU will need to make sure they are
prepared for the regulation, including SME’s, who often have less secure IT systems so may be
more vulnerable to data breaches.
Why is the GDPR needed?
With the rising use of internet and social media sites, data protection is becoming increasingly
important in the modern world. Data legislation gives people control over the information
stored about them, preventing unauthorised access to confidential data including bank details,
medical records and contact information. It is also essential in the prevention of cybercrimes
such as identity theft and fraud. Since the DPA was devised in 1998 there have been extensive
changes in the way that data is used, particularly in personal and commercial situations.
Additionally, many devices such as smartphones, cloud technology, and interconnected multidevice systems were not around then. As a result, the updates on data protection legislation
that are present in the GDPR are imperative.
With this new directive, the EU intends to give people more rights over how their personal data
is used, with the aim of increasing trust in the digital economy whilst also providing a simpler,
more efficient legal environment for businesses by making data protection laws consistent
across the single market. They estimate that this will save businesses €2.3 billion a year3 .
There will be stricter guidelines on many aspects of data protection, including obtaining
consent, transparency on how and why companies are collecting the data, how long it is stored
for, reporting data breaches, and more accountability for failures to comply. The EU has also
considerably expanded what is considered as personal data. This can be any data that can
identify an individual, including genetic, economic or cultural information, and even IP
addresses and social media profiles. This means that the GDPR will affect significantly more
organisations than the DPA. Failure to meet the requirements can be costly. With GDPR, the
penalties for non-compliance are significantly increased and fines can be up to 4% of an
organisation’s annual global turnover or €20 million, whichever is greater.

© 2019 Hellios Information Ltd

How can companies prepare for GDPR?
With less than a year to go before the implementation of the GDPR, companies should already
be in the process of ensuring that they will be compliant. Understanding the requirements of
the GDPR is the first step in preparing for this. Companies will need to look at their current
policies on data handling, particularly consent, and have clear guidelines on how and why they
are collecting the information. Procedures for data storage, shared networks, and proper
destruction of information will need to be reviewed and a system must be in place in the event
of a data security breach; companies will incur large penalties if incidents are not reported in
time to the relevant data protection authority, which is the Information Commissioner’s Office
for the UK. Companies must also look at getting sufficient assurances that any third party
suppliers, or ‘processors’, are compliant as well, as with the GDPR more responsibility will be
placed on the controller to ensure that their processor is handling the data correctly.
To prepare for this update in data protection legislation, companies should also consider hiring
a Data Protection Officer. This will become mandatory for all organisations that are a public
authority or if their core activity involves data processing or monitoring of individuals on a
large scale. The Data Protection Officer is there to advise the organisation about data security
and also to monitor compliance. They will also be the main point of contact between the
organisation and the data protection authority.
Companies that have been proactive and already begun to address the requirements of the
GDPR will be in the strongest position to be ready in time for the legislation. However, the main
concepts in the GDPR aren’t new, so as long as companies are currently complying with the
DPA, preparing and maintaining good data security practices in line with the new regulation
should not be difficult. By demonstrating that they have strong data protection procedures in
place, companies will not only be less at risk of security breaches, but will also be more
trustworthy and therefore attractive to consumers.
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1 https://www.youtube.com/watch?v=vI39FRkM3DA
2 https://www.gov.uk/government/news/government-to-strengthen-uk-data-protection-law
3https://ec.europa.eu/commission/presscorner/detail/en/MEMO_17_1441
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